RIBRIRF e RS

MIERIBRISZAR
B : MR RREHEAPINERS | fHMEXBASER
X : AR ERREEAPIRIERS IR ZREEAPIFAARS

1 1IERIMEIR

BRRIEHIRSS EOIRITEMNOpenApiliHilE

1.1 iE3ktpdt

E7Ni) HTTPiEskittit
MRLEREE  http://10.20.222.143:8068/unios-data-uslink

1.2 EREH
HTTP Method

SEFIGET, POSTiEkA=
BRSHRA

SHE SHE  EAE

1.3 1R[EI%
REILERISONSE , BMERaNT
IREIERE
1 {
2 "errorCode": "1010000",
3 "errorMsg": ""
4 "result": {}
51

IR[EFER5ER
£3E SR R
errorCode String BREEORERD

W

errorMsg String ERAEA


http://wiki.it.yzs.io:8090/pages/viewpage.action?pageId=22424205
http://10.20.222.143:8068/unios-data-uslink

result

JSON jsonFREIERIIZERRNERER

1.4 &R

IEHEIRS S — T /UMEE ST - MD5 (875 AENARMDS ) . SHAT, AES, DES, HMACSHA256

1. MD5, HMACSHA256, AES. DES

REEZERN :
A) BETEIBEKRESE ( BrencryptMethod ) IiAMapeh ( MD5& & EappSecrettt—HMAMap ) |, 5 : itEsignatureltFrASERRH4TUR

LEncode ;

B ) S MUERISHUIFEFFFR |, JHEE—E , TRFHEFRPASFEER , TEFS58S
C) 1B AFFTERSREUHE | BIAARIER ignature (&% ) BIE ;

MD5%&%Javaftis :

1B : params : &HappSecretfIMap ;

MD5% & Javaftis

private static final String SYMBOL_AND = "&";

/**

@ar am par ans

@eturn
@hrows 111 egal AccessException

public static String getSign(Map<String, String> parans) throws Exception {

}

/**

if (null == parans || parans.isEmpty() ) {
return null;
}
par ans. renove("signature");
11
String result = format AndSort Par ans( par ans) ;
/| Base64
result = CoderUtil.encrypt BASE64(result).replace("\r\n", "");
/1 NDb

result = new String(DigestUils. md5Hex(result));
return result;

* @aram nmap
* @eturn
* @hrows Exception

private static String fornmat AndSort Parans(Map<String, String> map) throws
Exception {

if (null == map || map.size() == 0) {
return null;



}

ArrayList<String> list = new ArrayLi st<String>();
for (Map.Entry<String, String> entry : map.entrySet()) {
if (StringHandl er.isNull OEnpty(entry.getKey()) ||
StringHandl er.isNull OrEnmpty(entry. getValue())) {
conti nue;
}
list.add(entry.getKey().trim() + "=" +
Ur | Coder. encode(entry. getValue().trin()) + "&");
}
int size = list.size();
String[] arrayToSort = list.toArray(new String[size]);
Arrays.sort(arrayToSort, String. CASE | NSENSI Tl VE_ORDER) ;
StringBuilder sb = new StringBuilder();
for (int i =0; i < size; i++) {
sb. append(arrayToSort[i]);

}
String paranms = sb.toString();

i f (params.endsWth(SYMBOL_AND)) {
parans = parans.substring(0, parans.length() - 1);



}

return parans;

HMACSHA256%5% Javaftis :

WA : data : MapSEHEFEHI=RTE ; key : appSecret

HMACSHA256& % Javaftis

public static String HVACSHA256( String data, String key) throws Exception {
Mac sha256_HWVAC = Mac. get | nst ance(" HracSHA256") ;
Secr et KeySpec secret _key = new Secr et KeySpec(key. get Byt es("UTF-8"),
" Hmac SHA256") ;
sha256_HVAC. i nit (secret_key);
byte[] array = sha256_HMAC. doFi nal (dat a. get Byt es("UTF-8"));
StringBuilder sb = new StringBuilder();
byte[] var6 = array;
int var7 = array. | ength;

for(int var8 = 0; var8 < var7; ++var8) {
byte item = var6[var8];
sb. append( I nteger.toHexString(item & 255 | 256).substring(l, 3));

}
return sb.toString().toUpperCase();
}
AESE & Javaltis

W88 : sSrc : MapSEUEFERI=RTE ; encodingFormat : UTF-8 ; sKey : appSecretfdgi16fi ; ivParameter : appSecret N1 7(UZIRE

AESE&ZJavafths

11
public static String cbc_encrypt(String sSrc, String encodi ngFormat, String
sKey, String ivParameter) throws Exception {

Ci pher ci pher = G pher.getlnstance("AES/ CBC/ PKCS5Paddi ng") ;

byte[] raw = sKey. getBytes();

Secr et KeySpec skeySpec = new Secret KeySpec(raw, "AES");

| vPar amet er Spec iv = new | vPar anet er Spec(i vParaneter. getBytes());//
CBGi v

ci pher.init(C pher. ENCRYPT_MODE, skeySpec, ivV);

byte[] encrypted = cipher. doFi nal (sSrc. get Byt es(encodi ngFormat));

String ret = new BASE64Encoder (). encode(encrypted);// BASE64
ret = ret.replaceAll("\r\n", "");

ret = ret.replaceAl("\n", "");

return ret;



DESE&Javaftis :
WA : src : MapSEHEFEHI=RTE ; key : appSecret

.....................................................................................................................................................................................

DESZE#&ZJavafti3d

/**
* 3DESECB, key 3*8 = 24
* @aramsrc String
* @aram key String
* @eturn String
*/
public static String encrypt ThreeDESECB(String src, String key) throws
Exception {

if (src ==null || key == null) {

return null;
}
final DESedeKeySpec dks = new DESedeKeySpec(key. getBytes("UTF-8"));
final SecretKeyFactory keyFactory =
Secr et KeyFact ory. get | nst ance(" DESede") ;
final SecretKey securekey = keyFactory. generateSecret (dks);

final C pher cipher = C pher.getlnstance("DESede/ ECB/ PKCS5Paddi ng") ;
ci pher.init(C pher. ENCRYPT_MODE, securekey);
final byte[] b = cipher.doFinal(src.getBytes("UTF-8"));

fi nal BASE64Encoder encoder = new BASE64Encoder();

return encoder.encode(b).replaceAll ("\r", "").replaceAl("\n", "");
}
2. SHA1
AEERERMN

A) BEEERSE (BRencryptMethod ) flappSecretfHEMAListd , jEE : itEsignaturelRT B S8R RI#{TURLENcode ;
B ) i BHISEUAFHFFFHS , HHEE—  TRFHAFPAEFH[ER , E (null) FRASZ=FERE

C) BBEAFRIEIRESHATREE | FEak—MOMIt75EEl (FBXE ) /8 |, RlARXIEKsignature (%8 ) BIE ;
AIRBEGETIEKRE , FFESHMEERRIF{TURLENcode ; (BHIERHFHFEITITLARHITURLENCcOde)

ZEREESTLURIEEREGIZE KX SERERIEY , BT RIEFHMER.

SHA1&EZ)avaftis :
SHA1&E & Javafti3
/ * %

* @aram par ans

* @eturn

*/

public static String buil dSignature(List<String> parans) {
if (params == null || parans.isEmpty()) {



return "";

}

/1
Col | ecti ons. sort (parans);

StringBuilder sb = new StringBuilder();
for (String param: parans) {

sb. append(param == null ? "" : paran;
}
return get SHA1Di gest (sb.toString());
}
/**
* SHAl

*

* @aram dat a
* @eturn
* @hrows Exception
*/
public static String get SHALD gest(String data) {
String digest = null;
try {
MessageDi gest nd = MessageDi gest. getl nstance("SHA-1");
byte[] bytes = nd. di gest (data. get Bytes("UTF-8"));
di gest = byte2hex(bytes);
} catch (Exception e) {
| ogger.error(e.get Message(), e);

}

return digest;

/**
*

*

* @aram byt es
* @eturn
*/
private static String byte2hex(byte[] bytes) {
StringBuilder sign = new StringBuilder();
for (int i =0; i < bytes.length; i++) {
String hex = Integer.toHexString(bytes[i] & OxFF);
if (hex.length() == 1) {
si gn. append("0");
}
si gn. append( hex. t oUpper Case());



return sign.toString();

2 APIEEN.

#EE R dataTypefIXd R AVEIERdataSourceCode% 3R

HiEKAcode  HUBERIEZIR #iERcode HRRER

child I ERREUERR child I ERRG— R

music EREEE kuwo RS REIRR

news FiESUERE leting RITFEEIER

audio BEIEEERE gingtingFM IEIRFMEUETR
xmly EDHESIRR

channel BB EHIERE gingtingFM ERFMEUETR

2.1 ZiRikpE ( /rest/v1/link/get data link)
R : GET

RS RTERSHS  EEENTISSH

SHE ESit) wE RAME R
appKey String Y b RIFEKey
udid String Y 7 RES
deviceType String Y % R#EHKAY (android , ios , chip , web)
dataType String Y 7 FUESA ( child/music/audio )
dataSourceCode String Y 7 HUER ( child/xmly/kuwo )
id String Y I &HiEid
resourceType Integer Y % FIRHEE (1 W2 BH] )
timestamp Long Y % AHEEL , BRUE (105K )
encryptMethod String Y MD5 Inz75=(MD5/AES/DES/SHAT/HMACSHA256)
signature String Y 7 B4

wetiREIE
BFR ESit) W BOME fER
errorCode String Y b e
errorMsg String Y 7% FEIRIEA
result JSON Y 7% SR EIE



Ldata JSON Y 7 ILERRSIE

LLid String Y % ZRID , E—tRR

Llurl String Y b B

L LtotalContentPlayTime  Integer Y % REAHE B

L LexpiryTime Integer N % Epiucslsurln ===t

http://10.20.222.143:8068/unios-data-uslink/rest/v1/link/get_data_link?appKey=o0a7bnqilgjv6glj3utgstbink7lahd3m7refcbi2&udid=uni
_uid&deviceType=android&signature=0268a4ca5f6b1155367304216adff48c&id=2000130210&timestamp=1558347389&encryptMet
hod=MD5&dataType=child&dataSourceCode=child&resourceType=2

.....................................................................................................................................................................................

TR BRI

{
“errorCode": "0",
"errorMsg": "",
"result": {
"data": {
"id": "2000130210",
"total Content Pl ayTi ne": 161,
“url":
"http://resource. hivoi ce.cn/dcs-resources/ audi o/ 44f f f 002ec33f 4c5ada5af 4c23
7af 6d4. mp3"
}
}
}

3 fHIRIBFIZR
st
&=, : BBBCCCC

® BBB: 3{\#F , BIRSHS ;
* CCCCAfT , ARSSPIRREIRT

WHBRFRSTENX

BSWS RGEHR sk
02 FRENIES AR
FMEIRYIZR

errorCode  errorMsg iR

0 BRI BTN


http://10.20.222.143:8068/unios-data-uslink/rest/v1/link/get_data_link?appKey=oa7bnqilgjv6glj3utgstbink7lahd3m7refcbi2&udid=uni_uid&deviceType=android&signature=0268a4ca5f6b1155367304216adff48c&id=2000130210&timestamp=1558347389&encryptMethod=MD5&dataType=child&dataSourceCode=child&resourceType=2
http://10.20.222.143:8068/unios-data-uslink/rest/v1/link/get_data_link?appKey=oa7bnqilgjv6glj3utgstbink7lahd3m7refcbi2&udid=uni_uid&deviceType=android&signature=0268a4ca5f6b1155367304216adff48c&id=2000130210&timestamp=1558347389&encryptMethod=MD5&dataType=child&dataSourceCode=child&resourceType=2
http://10.20.222.143:8068/unios-data-uslink/rest/v1/link/get_data_link?appKey=oa7bnqilgjv6glj3utgstbink7lahd3m7refcbi2&udid=uni_uid&deviceType=android&signature=0268a4ca5f6b1155367304216adff48c&id=2000130210&timestamp=1558347389&encryptMethod=MD5&dataType=child&dataSourceCode=child&resourceType=2

3020001

3024444

3029999

3020002

3020003

3020004

3020005

BREHAEE
BRRERESSE
RREE

ERSHGEIR

B RIEGE Y T Bk AT
EREIR

BRB=HSRBRSERIT

BREHAEE
BERE=TRERSEE
RRRE

WERIGSEFER

RHERL S HRTRtEEET 1058
ERRER

BERE=TRBRSERIT
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